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. Gigi thiéu.
. Ché do bao mat.
. Phan quyén nguai dung.
. Vai tro cua Server va Database.

. Quan tri ngudi dung.




Gigi thiéu

<»*Bao mat: la cho phép ngudi quan tri CSDL
tu ra quyét dinh cho phéep, hay khong cho
phép ngudi dung truy cap va thao tac trén
CSDL sao cho c6 hiéu qua bao mat dir liéu
tot nhat.

< Bao mat trong SQL Server cd thé sir dung
mo hinh 3 tang:

2. Kha nang dé nguwoi st dung st dung 1 hodc nhiéu
CSDL(Database access security)

3. Cac quyén cu thé st dung bao vé CSDL
(Permission security)




Chée do bao mat
<+ SQL Server co 2 ché do bao mat:
1.Windows Authentication Mode

(Windows Authentication)

2.Mixed Mode
(Windows Authentication and SQL Server

Authentication)




Ché do bao mat

1. Windows Authentication:

>La ché do bao mat ma nhirng User
truy nhap SQL Server phai la nhirng
User cua Windows.

»>Khi Server dat ¢ ché do bao mat
nay, nhirng User phai la nhirng User
dudgc Windows quan ly mdi dugc
truy cap.



Ché do bao mat

2. SQL Server Authentication:

> K
N

P

ni thi€t 1ap ¢ ché do bao mat nay,
Ni’ng User dudc quyén khai thac

nai la nhi’ng User do quan tri

SQL_Server tao ra.

> N

hirng user cua Windows khong

dugc khai thac.




Phan quyén nguai dung

<+Quyén ngudi dung dudc dinh nghia
nhu mdc d6 ngudi dung cd thé hay
khéng thé thuc thi trén CSDL, quyén
dudc chia thanh 4 loai nhu sau:

»>Quyén truy cap vao SQL Server
»Quyén truy cap vao CSDL

»>Quyén thuc hién trén cac doi tugng
cua CSDL.

»Quyén xU ly dir liéu.,




Vai tro cua Server va Database

<*Role la mot cong cu cho phép cap quyén
cho mot nhdm user thay vi thuc hién trén
tung user.

<»Cac quyén dugc grant, deny hay revoke
trén role déu co hiéu luc vai cac thanh vién
cua role.

<»Néu khong con mudn duy tri quyén han
cho mot user chi can loai user khoi danh
sach cac thanh vién cua role.

< Thudng cac role dudc dinh nghia dua vao
nhom cong viéc cua mot nhom cac user.




Vai tro cua Server va Database

<*Role muUc Server do hé thong tao ra khong
thay doi dugc.

= [ Security
1 Logins
- 0
a bulkadrmin
a dbcreator
a diskadmin

™M processadmin

™ public
a securityadmin

a senveradmin
M setupadmin

a sysadmin




Vai tro cua Server va Database

<»Role Database do CSDL quan ly, khi tao
CSDL hé thong tu dat mot sO Role ngam
dinh: = A Security

| Users

= [ Foles
= [ Database Roles

','5 db_accessadmin
?:I db_backupoperator
','5 db_datareader

‘:5 db_datawriter

','5 db_ddladmin

?:I db_denydatareader
','5 db_denydatawriter
‘:5 db_owner

™M db_securityadmin
','5 public




Vai tro cua Server va Database

: Cho phép stra chira dit liéu trong tat ca cac bang
Db_datawriter i ding dinh nghia trong CSDL
Cho phép nguoi dung hién thi dit liéu tir cAc bang

Do, eiinresdie nguol dung dinh nghia trong CSDL

Db_denydatawrite Ngan chin nguol dung stra chita dit li€u trong bang
r nguol dung dinh nghia trong CSDL

Db_denydatareade Ngan chin ngudi dung hién thi dir liéu trong bang
r nguol dung dinh nghia trong CSDL

Vai tro public nay hau nhu khéng cé quyén han
Public ngoai trr vai quyén rat co ban cho phép nguoi dung
tao két noi téi CSDL




Vai tro cua Server va Database

Db_owner

Db_securityadmin

Db_ accessadmin

Db_addadmin

Db_backupoperator

DAy 13 vai trd cao nhat. Nguwdi dung cd toan quyén kiém
soat CSDL. Nguoi dung sa la thanh vién cua vai tro nay.

Cho phép nguoi dung quan ly tat ca cac vai tro va cac
thanh vién cua chung. Vai tro nay cling cho phép gan cac
quyén han cho cac vai tro.

Vai trd nay dung cung cap cac quyén ngudi dung dé thém
hoac g& bo cac ngudi dung trong CSDL

Cho phép nguoi dung thao tac tat ca cac doi twgng trong
CSDL. Vi du: ¢ thé tao lap, stra chita hodc xoa cac doi
twong trong CSDL.

Cho phép nguoi dung thuc hién thao tac sao chép du
phong




Vai tro cua Server va Database

<+»Tao role trong CSDL hién hanh.
»Sp_addrole ‘role’

<Pua mot user vao role.
»Sp_addrolemember ‘role’, ‘user’

<»X0a nhom.,
»Sp_droprole ‘role’

<»*X0a mot thanh vién trong nhom.

»Sp_droprolemember ‘role’, ‘user’




Nha quan tri hé thong
(System administrator)
<«Nha quan tri hé thong co login la sa.

<+ Co toan quyén truy xuat dén tat ca
doi tudng trong SQL Server.

<Khoéng thé xda login sa.




Nguci chu CSDL
(database owner)

<*Login dbo dugc goi la database owner.
<dbo la thanh vién cua nhdm db_owner.

<+ Khong thé xda khoi nhom nay.




Quan tri nguci dung
<Ngudi dung trong SQL Server dugc
chia thanh 2 muc:

»>Ngudi truy nhap vao SQL Server

goi la Login.

»>Ngudi khai thac CSDL goi la User.




Tao dang nhap(login)
<Tao login bang phat biéu SQL
Create Login Login name with password=<password>
Vi du:
Create login Teo with password = '123°
< Liét ké danh sach login

Select name, createdate
From syslogins




Tao dang nhap(login)

<Tao login bang sp_addlogin:

EXEC sp_addlogin

Vi du:

Use QL _BanHang

(@login= <‘login’>]
[ ,@password= < ‘password’>]

,@defdb= < ‘database’>]

EXEC sp_addlogin 'Ty', '123°




Thay doi password

<»Cu phap:

EXEC sp password [@old= <‘old password’>]
,@new= <‘new password’>]
,@loginname= <‘login’>]

Vi du:

EXEC sp _password '123"', "abc’, 'Ty




Cap quyén truy cap vao CSDL

<+ Cu phap:

EXEC sp_grantdbaccess [@loginname = <‘login’>]
[ ,@name_in_db=< “tén user’>]

Vi du:

Use QL _BanHang
EXEC sp grantdbaccess 'Ty', 'ul’




Xo6a quyen truy cap vao CSDL

<+ Cu phap:
EXEC sp_revokedbaccess [@name_in_ db=<‘tén user’>]

Vi du:

Use QL_BanHang
EXEC sp_revokedbaccess 'ul’




Quyén thuc hién trén CSDL
<+Cap quyeén tao doi tugng.
Grant <all | cac quyén > To [tén user]

Vi du: Cap quyén tao view

Use QL BanHang
Grant Create Table, Create View To ul

<+Cam quyén tao doi tugng.
Deny <all | cac quyén > to [tén user]

Vi du:
DENY create table To ul




Quyén thuc hién trén CSDL

<+Cac quyeéen:
Create Database
Create Table
Create View
Create Proc
Create Rule
Create Default
Backup Database
Backup Log




Quyen xu ly dir lieu
< Cap quyéen xu' ly dir liéu.
Grant <ALL| cac quyén On <Table hay View> To <tén user>
Vi du:

Grant Insert, Update, Delete On MatHang To ul

<Cam quyén xu ly diT liéu.
Deny <all | cac quyén > on <bang, view,..>to [tén user]

Vi du:

Deny insert on MatHang to ul




Quyen xu ly dir lieu
<+Cac quyeéen:

Select

Update

Insert

Delete

References

Execute




Quyen xu ly dir lieu

<*Grant/Revoke/Deny con cho phép cap
quyén trén tung Field cua table.

Vi du: Cho user ul chi dudgc quyén
hiéu chinh dir liéu trén cac field
trong bang NhanVien

Grant Update(TenNV,Phai,DiaChi,NgaySinh)
ON NhanVien To ul



Vi du

<» Tao 3 login L1, L2, L3 c6 chung 1 password
la '123' lam viéc trén CSDL QL_BanHang.

Use master

Exec sp_addlogin 'L1', '123', 'QL BanHang'
Exec sp_addlogin 'L2', '123','QL _BanHang'
Exec sp_addlogin 'L3', "123','QL BanHang'




Vi du(tt)

<» Tao nhom 'R' va cho L1, L2 thudéc nhom nay.

Use QL _BanHang

Exec sp _grantdbaccess @loginame="'L1"
Exec sp _grantdbaccess @loginame="'L2"
Exec sp _grantdbaccess @loginame="'L3"
Exec sp_addrole 'R’

Exec sp_addrolemember 'R', 'L1°

Exec sp_addrolemember 'R', 'L2°
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